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Abstract 
Ever increasing complexity of modern society also leads to its higher 

vulnerability. Therefore critical infrastructure and its protection should be 
approached systematically.  This article describes two systematic methods – LCCI 
and SoS, as an abstract basis for planning and strategy of protection. The 
relationship between state administration and critical infrastructure companies is 
paramount when formulating strategy of protection and analysis of needs 
according to the Maslow´s pyramid since critical infrastructure services are 
crucial for provision of a certain standard of living. The article imphasizes the 
necessity of co-operation between private-public sectors when analyzing critical 
infrastructure risks, and briefly without a detailed analysis describes several 
methods of risk analysis which are appropriate for the identification of risks.   
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People have always attempted to organize their life and society so that the 
living would be acceptable and above all safe. In every historical society the 
infrastructure1 had been developed and based on the labor division and technology 
advancements provided products and services. The infrastructure has always 
existed in order to enable the existence of society and its development: 
- Physical structures as the basis for society development (e.g. water supplies 

– aqueducts in the Roman Empire and transport communications), 
- Essential services (e.g. food supply – organization of food self-sufficiency in 

the Inca Empire), 
- Infrastructure of administration ( e.g. administrative authorities of China 

and the Roman Empire). 
With the rise of industrial revolution, the technological advancements 

have been developing these essential types of infrastructure up to a current extent 
including the infrastructure of management and society governance. The term 
infrastructure has been used for long primarily in connection with economic 
development (infrastructure is a set of equipment to facilitate production of goods 
and services) and has put an equal sing between the development of a society and a 
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quality of infrastructure.  Marsh Report2 of 1997 defined the infrastructure of a 
current society “ as a net of independent, mostly private, by man built systems that 
work synergicly in order to produce and distribute continuously supplies of 
important products and services.." 3. Particular infrastructures are, however, more 
important from the nationwide viewpoint or in terms of severity of consequences 
of their malfunction that we talk about critical infrastructure, whose “failure or 
destruction has serious implications for defense and national security”(Marsh, 
1997). Marsh´s definition of critical infrastructure has evolved over time and was 
updated, for example, by impacts on quality of life of population. The objective of 
this article is not to deal with definitions which often differ from each other as it is 
obvious from the overview of national definitions of critical infrastructure (Gordon 
and Dion, 2008). Nevertheless the definitions of critical infrastructure imply the 
number of branches that are encompassed in it.  Similarly, as different the 
definitions of critical infrastructure are, as different the number of critical 
infrastructure branches and key assets is4

. 
The objective of critical infrastructure protection is to decrease its 

potential vulnerability (to increase its resilience5). Also strategies for protection of 
critical infrastructure are quite complicated since the issues on various levels 
(nation-wide, regional, municipal) must be addressed and for various branches 
which are mutually interconected as well.  A strategy for protection cannot be a set 
of legal regulations and public notices or tables; a strategy must be understood as a 
"timetable" for dealing with complicated problems encompassing sources 
allocation, organizing, technology including a human factor influence.  

Luiijf et al. (2005) have pointed out that in many cases both crisis 
planning and competent authorities of public administration do not understand 
properly the nature of critical infrastructure, especially its complexity and 
dependency, despite the fact that the operation of IRS sections and population 
protection are dependent also on the functionality of critical infrastructure. 
Therefore it is necessary to:  

 
A. Select a system (system engineering) approach to protection  

At the workshop of the Office of Critical Infrastructure Protection of the 
U.S. Department of Homeland Security and the National Center for Analysis and 
Simulation of Infrastructure (April 2009) was claimed that critical infrastructure 
should be understood as a complex system,6 because:  
- it consists of many parts that are interacting according to local rules which 

results in emergent structures (networks) and behavior (cascades) in a large 
scale; 

- it includes people with their behavior and thinking (see Socio Cognitive 
Engineering); 

- responds to a local and global policy; 
- critical infrastructure is made up of mutually dependent systems of systems. 

A system approach to critical infrastructure is significant because through 
it an instrument for simulation and modeling of critical infrastructure behavior in 
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various operational situations is made up with the aim to understand in advance  
dynamic changes.    

 
B. To deal with the relationship of public administration with businesses 

of critical infrastructure 
In Norway the commission presided by Prime Minister K. Willochem 

(The Willoch Commission, JD NOU, 2000) addressed the issue of vulnerability of 
a contemporary society and initiated a project CISS (Critical Infrastructures, public 
sector reorganization and Societal Safety). The key issue of a project is a question: 
"What are the implications of the reorganization of public administration for 
critical infrastructure and societal safety?” in a context of organization 
parameters such as control, coordination, redundance and safety culture. 

Deregulation, "unbundling" and privatization cause that private actors 
within the network of services for the public are interested in public values only if 
they bring profit. At the same time public administration is limited in the 
possibilities of control over the operation of infrastructure whereas citizens hold 
public administration responsible for the course of renewal of critical infrastructure 
functions after a respective failure. Protection of critical infrastructure requires, 
though, the partnership of a private sector and public administration which means 
understanding business management and management of business risks, especially 
risks resulting from failure of critical infrastructure or their sections and continuity 
planning (continuity in supplies of products and services for the public) because a 
primary interest of critical infrastructure protection is not to maintain maximal 
effectiveness and efficiency of each section of infrastructure (branch) but ensuring 
adequate level of services also in case of a disaster or a crisis situation. 

 
C. Analyze critical infrastructure in terms of human needs 

The example of such analysis can be the inspirational documentary 
“Dall´analisi alla proteziome delle infrastrutture critiche” worked out by staff of 
Italian Civil Protection Authority (Franchina et al., 2009). 

 
From the above mentioned flows that planning and strategy of critical 

infrastructure protection require understanding and knowledge of : 
- a role and responsibility of public administration and private sector when 

searching a strategy of protection and sufficient resilience, 
- relationship between physical and cybernet threats, 
- effects of critical infrastructure failures on municipalities and regions, 
- necessity of investments to improve protection and resilience of critical 

infrastructure, 
- necessary level of knowledge of technical systems and socio-technical 

systems including knowledge of organization aspects, economic and market 
conditions etc., 

- tendencies in priorities of citizens in relation to current standards of living and 
perception of the environment. 
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1.  Critical  infrastructure as a network, system, system of systems 
 

Each system generally consists of a set of interconnected elements and 
functionality7 of the system depends on the proper functioning of individual 
elements. A fundamental difference between a network and a system lies in the fact 
that while a system is defined by relations between elements and therefore is 
internally coherent, the network expands and communicates in every direction 
without losing its coherence. The net is issentially an open system. This note is 
important because sometimes a system of systems and infrastructure as a large 
complex system (LCCI) are considered contradictory whereas both concepts work 
with absolutely same qualities (resilience, vulnerability, survival, mutual 
dependences etc.) and with same kinds of failures8.  
 
1.1  Critical infrastructure as a large and complex system9 (concept LCCI) 
 

A concept LCCI (Large Complex Critical Infrastructure) was introduced 
in a project SAFEGUARD and is defined as a distributed network of computer 
systems investigated at various levels: Physical, cybernet (regulations), 
organizational (management, supervision) and strategic (business policy of the 
critical infrastructure operator). These levels prove the necessity to deal also with 
business aspects of critical infrastructure funcitionality. 

Bologna and Beer (2003) warn of particular difficulties connected with 
network representation of LCCI related to the structural complexity (the number 
of network nodes and connections between nodes) and the dynamic (nodes can be 
non-linear systems), variability of nodes (nodes can be of different kinds) and 
connections (connections between nodes can be differently important and have 
different directions), and these difficulties appear especially in the formulation of 
behavior models LCCI in various operational conditions.  

Nevertheless a network approach can be contributive in the strategy of 
critical infrastructure protection because a network cannot be protected as a whole, 
it is possible to protect only so called “hubs” networks (interconnection within a 
network) based on the analysis of critical nodes. 
 
1.2  System of systems 

 
A traditional system approach is built on a hierarchy – a  subsystem, 

system, suprasystem. However, this approach, in case of critical infrastructure is 
not always applicable because critical infrastructure is basically a socio-technical 
system10 (technical system – technologies and technical equipment, social system – 
people, institutions, companies) where it is indispensable to deal with besides a 
hierarchy also with cooperation, coordination and sharing. Moreover, in critical 
infrastructure we have to work with so called emerging behavior which is the 
result of interations of elements of each system and which is not predictable 
on the base of knowledge on behavior of separate elements of a system. An 
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appropriate intellectual starting point is therefore the understanding of critical 
infrastructure as a system of systems because it analyzes and evaluates various 
kinds of the system requiring different methodologies.  

The system of systems exists as a group of independent systems which are 
interconnected in order to effectively and purposefuly support both everyday 
operations and planned activities and activities in emergency and crisis situations. 
The system of systems comes out of the following concepts: 
- Systems consist of the following sections: people, organizations, processes, 

pruducts ( results of a systems activity) and technology. The results of the 
system of systems are possible to express in the form of 

 
V = R (EX, EN, P), 

 
where V are results (accomplishment of objectives), R are relations 
(functional, causal,  between external and internal influences), EX are 
external influences, EN are internal influences, P is a strategy and conception. 

- Systems are in relations on the level of management and governance, between 
technologies and standardized operational procedures.  

- The system of systems is regionaly spread among various administration 
districts. 

- Systems are mutually dependent through so called continual 
interoperability11(governance, information technologies, decision making 
processes etc.). Compatible technologies do not guarantee the 
interoperability. This is reached by interconnection of technolologies, people 
and organizations.  

 
Conceptual characteristics of the system of systems was formulated by 

Maier (1998): 
- Independence of activities (under certain conditions)  

It is necessary to differ between the capability to operate independently and a 
condition (requirement) to operate independently. The system of systems 
works with the expression functional dependence (undirectional or 
bidirectional) related expecially to technology (production, information 
processing, decision-making). 

- Independence of management 
The element of the system of systems keeps continuity of operating 
independently on the system of systems.  

- Territorial spreading (dictates the information exchange) 
Within the territorial spreading the spacial correlation (tightness of territorial 
relations) in relation to function dependence (direct or indirect) has been 
analyzed. 

- Gradual development 
Functions and focus (including a key role) of individual systems are added, 
removed and adjusted according to the experience or situation. 
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Conceptual properties of the system of systems formulated by Maier are 
related to the emergent behavior (Fig. and are not in contradiction with analytic 
characteristics of critical infrastructure as amended in Annex 1. Nevertheless it is 
necessary to say that it is desirable to verify this approach in practice, and to 
discover what is its benefit for decision making on critical infrastructure protection. 
 

 
 

Fig. 1 
Characteristics of the system of systems 

 
 

From the system of systems viewpoint, critical infrastructure may be 
classified and investigated in several manners: 
- According to the level of analysis (analysis of the whole, analysis of the 

parts) 
o system of systems (public administration, society, economy),  
o Mutually dependent systems (a set of critical infrastructures),   
o individual systems (telecommunication, transport, power industry etc),  
o technical items (computers, distribution networks etc.). 

- According to the way of control - centralization/decentralization  
Decentralized infrastructure differs from the centralized one by the extent of 
dependence and as it is less dependent than centralized infrastructure, it is  
more reliable12 in a crisis situation. 
Centralized infrastructure in a context of SSTR (Security Stability Transition 
Reconstruction) has problems with the maitainance and protection of “linear 
assets” (distribution of power and gas) and a cascade failure of mutually 
interconnected infrastructures results in the fact that centralized infrastructure 
is very uncertain in unstable conditions.  
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- According to failures 
The failure or disruption of providing services and products results in serious 
damage and losses and the analysis of impacts searches the limits of 
acceptability and tolerability in dependence on time – 6 h, 24 h, 72 h, a week 
etc. 

 

 
2.  Public administration, municipal infrastructure and needs analysis 
 

Services provided by critical infrastructure are of a high importance for 
the public whereas values for the public (safety, reliability, price availability) are 
mostly in contradiction with the focus on the profit from the private owner of 
critical infrastructure. Public administration ensuring protection of population 
should focus more on especially those services whose failure or breakdown is 
immediately recognizable – namely water supply, food and energy supplies (so 
called life supporting functions).  

Lewis and Darken (2005) published an interesting overview of problems 
and false myths on the base of knowledge from the practice including 
authors´commentary available when building protection of critical infrastructure. 
Several problems and myths are given as an example for comparison with our 
practice: 
- A false presumption: Local public administration makes decisions on 

allocation of sources for protection of critical infrastructure.  
Simply said, what is critical on a local level, does not have to be critical on a 
nation wide level. Funding must come out of objective knowledge of real 
needs and as Lewis and Darken say, most of American towns do not have 
qualified research expertises of risks. 

- A false presumption: Allocation of financial sources should depend on the 
size of a region and other political factors. 
The authors claim on the base of a data analysis that the allocation of sources 
based on random or political factors and requirements do not solve in any 
case a problem of safety improvement.   

- Problem: Critical infrastructure is mostly owned by private owners and 
public administration cannot intervene in the public interests and 
therefore critical infrastructure should be protected by owers, not by 
public administration. Since protective measures are costly, it is not 
probable that the owners would invest in protection in favor of the 
public. 
The above mentioned argumentation which often justifies the police of public 
administration inaction, quite leaves out regulation mechanisms of some 
branches (energetics, telecommunications, water supplies etc.) including the 
"dictate" of security standards of the USA Ministry of Homeland Security.  
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- A false presumption: Protection of critical infrastructure is too costly to be 
realized by owners, so the taxes must increase and financial incentives 
must be designed for owners to make their assets, in favor of the state, 
more resilient. 
This false presumption completely leaves out the fact of the continuity of 
operations which is a crucial interest of each company. Therefore the highest 
damage can be caused by the loss of operational continuity and so the public 
administration should focus on the solution of the operational continuity 
issue. However, this presupposes the focus on the system of business 
management, on the knowledge of management of assets, the knowledge 
of relations within the supplier chain (relations between businesses) etc.13 

 
The strategy of critical infrastructure protection from the public 

administration concern must arise from the understanding that the protection per se 
should not be the objective. The infrastructure itself  is not protected, but provided 
services are those that are protected, the quality of citizens life is dependent on 
them and strategy of protection is not viable if it is not economicly and politicaly 
sustainable. 

As claimed by Auerswald et al. (2005), besides the assessment of 
vulnerability, planning of operational continuity, investment in technologies of 
company strategies (organizational, financial), also the capabilities of the critical 
infrastructure owner and authorities of public administration should improve in 
order to: 
- recognize and support so called highly reliable organizations and a system of 

reliability control, 
- look for a balance between strategies emphasizing the anticipation and 

strategies highlighting resilience, 
- share information on technological and organizational changes and support 

safety culture in the organization, 
- support a dialogue between citizens and groups of interest aimed at setting 

priorities, 
- develop programs of financial incentives for private investments into safety. 
 
2.1  Regional and municipal infrastructure 

 
Providers of products and services of critical infrastructure are outside the 

offer, but for the needs of population protection it is necessary to know the 
situation of demand because services of infrastructure are always local – they are 
related to a specific place and to specific social groups.  

The analysis of services of infrastructure in emergency and crisis 
situations should investigate the level of security of services influencing the health 
of social groups. Generally there are several possibilities of health hazards ending 
up with death: 
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a) adverse temperature of the environs (protection against cold and heat 
requires energy and sheltering), 

b) lack of food and water, 
c) injuries and infections (health, hygienic and sanitary services).  
 
 

 
Fig. 2 

Systems of municipal infrastructure 
 
 

Some services are possible to generate in the place (e.g. foto-voltaic 
panels enable to generate the power) and some of them can use local sources (the 
establishment of local food systems in order to ensure food security is supported).  

Municipal infrastructure is a part of centralized infrastructure though, 
nevertheless a municipality is possible to deal with so called improvised local 
infrastructure (see e.g. Small is profitable by Rocky Mountain Institute).  
(Improvized local infrastructure is made up of e.g. systems which are installed on 
buildings so the infrastructure is owned and protected by the owners of buildings 
(see TIDES – Transportable Infrastructures for Development and Emergency 
Support).  

On a local or municipality level it is possible to deal with so called 
resilient community, which is a community which anticipates, prepares, manages 
and restores from significant local threats with the minimum of damage on health, 
local safe environment and local economy.  Among its characteristic features 
belong self-sufficiency, self-reliability and ability to restore in relation to critical 
services (annex 3). 
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And eventually the focus on municipalities and resilient community 
results in the fact that plans for protection are related to the plans of territorial 
development of a location and the responsibility share of self-administration and 
citizens themselves is raising.  
 
2.2  Needs analysis 
 

The approach of workers of Dipartimento di Protezione Civile (Franchina 
et al.,2009) is possible to describe by a simple slogan “From citizens´needs to 
sources”. Services of critical infrastructure ensure the phenomenon called quality 
of living”, and therefore an equal sing lies between the functionality of critical 
infrastructure and human needs complementing. The dependence on services of 
critical infrastructure is considerable to such a degree that we can anticipate with a 
high probability that an individual in a modern society would manage situations 
resulting from a long-term lack of products or insufficient services with 
difficulties.   Franchina et al. (2009) give an example of a three-day nation-wide 
strike of Italian haulage contractors and describe its impacts on various sociable 
functions. 

Franchina et al. (2009) recommend as a solution the planning of critical 
infrastructure protection by the identification of citizens´ needs on the base of 
the Maslow´s pyramid, recognition and identification of sources to saturate 
human needs  and finally the already known way should proceed - according to 
characteristics of every source analyze criteria of dependence and mutual 
dependence. 

Even if a detailed methodical documentation is on a general level  
classified, it is possible, based on the approaches of these authors to deduce several 
conclusions: 
a) Focus on sources (identification and searching) exploits approaches of a  

supply chain (production – distribution – utilization) and a life cycle source 
(Life Cycle Analysis). 

b) Local sources play an important role (connection with assets management of 
a municipality is obvious). 

c) Planning of critical infrastructure protection requires the interdisciplinary 
approach syntetizing various aspects: 
- Logistic aspect: a description of logistic functions of critical 

infrastructure, flows of goods and services in a municipality. 
- Legal aspect: What legal limitations of economic activities and social 

behavior exist, what  rules for operation of critical infrastructure are. 
- Sociological aspect: the analysis of social vulnerability, social strategies 

within protection of critical infrastructure. 
- Territorial aspect: determination of analytical levels, spacial vicinity 

between critical infrastructures, spacial characteristics (dispositions, 
layout) and a dynamic of critical infrastructure production,  relations of 
a municipality to the environs. 
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- Planning aspect: spacial determination of economic activities, factors 
of municipality influencing social behavior, regulation frame of 
economic activities. 

 
 
3.  Risks management 
 

Private sector as the owner of a prevailing part of the infrastructure of a 
society is also endangered by various threats, however, it provides sources only for 
threats which are possible to handle by themselves. They are either threats in the 
framework of an organizational scope of actions of a company, or they are threats 
manageable on the base of a legal or a negotiated contract. A company is in the 
frame of a supplier chain interested in mutual dependencies, but it does not have a 
position where it may apply control and protective measures of a branch a a whole. 
Moreover companies feel responsibility first of all towards share-holders not 
towards safe environs with regard to protection of population.  

From the differences in interests of public administration and private 
sector it is obvious that it is necessary to establish a consistent and cooperative 
partnership between public administration and the owners of critical infrastructure.  
A private sector should plan a life cycle of assets, formulate regulations for 
acceptable and tolerable risk and should deal with adaptive management for 
quality-like services of critical infrastructure with regard to safe environs, health 
and prosperity.  On the contrary public administration should facilitate the dialogue 
between various groups of interest and develop tools and initiatives supporting a 
system approach which helps create frames of an acceptable and tolerable risk. A 
connecting bridge between a private sector and public administration should be a 
periodical setting of risks by both partners and information sharing about a 
risk. 

 
3.1  Risks management of a company14 – critical infrastructure operator 

 
In the practice of a company the  risks management is quite well 

established which is documented on norms ISO 31000 and so called Risk Maturity 
Model which assesses phases of the transfer from traditional management of risks 
(especially financial risks) through integrated management of risks (all decisions in 
a company count with risks) up to enterprise risks management (Fig. 3). 

Enterprise risks management deal with risks both in relation to 
enterprising (critical/strategic risks for continuity of operation), and risks in 
connection with technical and technological level – operational reliability 15. 
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Fig. 3 
Relations between enterprise risks 

 
 

Unfortunately the fact that the enterprise objectives (productivity and 
growth) can be in contradiction with the safety objectives has been left out and the 
company management should accept a commitment to safety and business 
continuity (Business Continuity Planning) (Fig.  4). 
 
 

 
 

Fig. 4 
Business Continuity Planning 
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3.2  Risks management of infrastructure and public administration 
 

Impartially said, as long as risks management of critical infrastructure is 
concerned, public administration finds itself in a not easy situation. On one side it 
has to, from the position of a regulator,  require data sharing from continuity plans 
and has to devote a considerable attention to business system of safety 
management and risks resulting from insufficient maintainance of enterprise 
equipment for the functionality of the infrastructure16 can be endangered. On the 
other side it has to currently analyze the quality of citizens lives (community)  in 
local emergency and crisis situations and anticipate their needs and deal with so 
called security externalities (annex 2) and institutional risks which is done by 
public administration through its decisions. 

Critical infrastructure is undoubtedly a large and complex system and 
when evaluating critical infrastructure we have to clarify and document not only 
the elements and structures, dependencies and mutual dependencies, objectives and 
limitations, but also wider social aspects are necessary to take into account.  This is 
not possible to cover with a simple model or a scoring table, therefore it is 
indispensable: 

 
A. To display critical infrastructure into various function areas 

(domains) 
processes - (information structures and interconnections, failures of processes), 
production – facility risks (procedural interconnections and failures of functions), 
infrastructure – infrastructure risks ( physical and regional interconnections, 
failures of products and services supplies), 
branches – economic and social risks (regional interconnections). 
 
B. To analyze diverse concepts of vulnerability that are mutually emerged 
internal vulnerability implies the nature of a subject which is not possible to 
eliminate, 
vulnerability as a relation between receptivity and ability to master adverse 
situations, 
vulnerability as a relation between receptivity, the ability to master adverse 
situations, the exposition and adaptive ability, 
multidimensional vulnerability (environmental, economic, social, physical and 
institutional vulnerability). 
 
C. To use a more complex approach to risks management (integrated 

risks management) 
The process of a risk determination applies standard questions “What 

might fail/what adverse situation might occur?, How possible/likely is it?  What 
are the consequences (damage, losses)?” and with regard to the fact that there is a 
wide range of methods for determination and risk analysis, it would appear that 
there is no systematic problem. Nevertheless it is possible to say that a specific 
systematic problem with regard to the nature of critical infrastructure occurs in the 
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identification of adverse situations and situations of failure – these do not imply 
only technical failures, but we have to count also with an institutional failure and 
failure of social behavior of a human community.  Annex 2 gives a brief 
informative description (detailed assessment of methods is beyond the frame of 
this essay) of selected methods of identification – modified What – If analysis, 
HHM method and scenarios.   

Risks determination should be followed by a process of risks management 
dealing with searching for appropriate measures ( methods like a threat tree,  
problems tree, values tree etc.). A process of risks management is also regarding 
protection of critical infrastructure methodicaly and organizationally demanding 
and it is obvious that both processes require a more complex approach.  

An example of such approach is GIRO frame (Villagran de Leon, 2008), 
that is not explicitly related to critical infrastructure – it is related more to disasters 
but it might help as the inspiration for formulating of a similar frame explicitly for 
critical infrastructure.   GIRO frame is used for the analysis of structures between 
human activities/ actions, generated risks and following disasters. It consists of a 
sphere of the environs (external trends, sources, spheres of influence, actors and 
structures inside a human system - society and the environs), a sphere of risk 
(increased possibility of danger, timely warning, vulnerability decrease, a control 
of increased vulnerability, decrease of current risks, decrease of new risks) and a 
disaster sphere.   

Villagran de Leon (2008) presupposes that  successful risks management 
must be based on systemization of root causes which led to generation of risks or 
to their increase and also assumes that risks management has to take into account 
the responsibility of actors (institutuions, businesses, individuals etc.) for 
generation of risks or their increase. GIRO frame involves two types of risks 
management: Corrective management of current risks (prevention, mitigation, 
preparedness) and prospective risks management of new or emerging risks which 
poses considerable demands on public administration so there might be coherence 
with  risk governance17. A detailed analysis and evaluation of  GIRO  is beyond 
the frame of this article. Its basic scheme is described in Fig.  5. 
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Fig. 5 
GIRO framework 

 
 
4.  Conclusion  
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search for either precise definitions or “novelties” at any rate. On the contrary they 
try to think criticaly of critical infrastructure from diverse aspects and their 
texts are inspiring and induce questions regarding our practice. 

 
- Willoch report deals with the consequences of modern society vulnerability 

and emphasizes the organization of public administration in relation with 
critical infrastructure. 

Result: It may be implied that the characteristics of society vulnerability is not 
applicable only for Norway but it is valid for a globalized society in general. 
Potential impact of climate changes, problem of food self-sufficiency, potential 
Peak oil etc. are examples that should not be understood as alarming, but they 
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on a society. And if the negative impacts  do not prove, the better, but they must be 
proved by a professional expertize, not as groundless political godly wishes. 
Therefore a question arises, if protection of critical infrastructure should not be 
on a strategic level dealing with globalized trends and analyzing them from the 
aspect of their impacts on various levels of a society and which would be 
responsible for professional standard of methodical and specialized support for all 
levels of public administration. 

The proposal of Willoch commission to reorganize public administration 
should lead to a question, if it would not be appropriate to take a think about public 
administration organization in relation to critical infrastructure by reason of already 
elaborated concepts, such as concepts of so called organizational accidents (most 
accidents are caused by a human factor within the organizational structure and by a 
pattern of decision making) and of so called High Reliability Organization (simply 
said, these organizations are resistant against adverse phenomena and problems are 
solved by purposeful mechanisms.    

 
- Publication Luiijfa et al. deals though briefly but pregnantly with the level of 

public administration knowledge because without proficiency it is not 
possible to make decisions and govern. 

Result: The publication evokes a question about a professional and proficiency 
level of our practice of critical infrastructure protection - if knowledge is on a 
responding level as the complexity of critical infrastructure requires. If the 
knowledge is not on a responding level, we should find out why it is so, because at 
a theoretical level there are many methods which are not currently applied in real 
situations. The problem of proficiency also implies a question about the contents of 
tools, documentation and mechanisms of organization and protection management. 
 
- The text Franchiny et al. implies that human needs are in the first place. 
Result: It is necessary to count also with monitoring, quantification and 
assessment  of social vulnerability which is closely related to human needs 
according to Maslovow pyramid, but for the practical application is not 
methodically elaborated. Moreover a concept of social vulnerability blends 
together with other concepts about which is heard but they are not “algoritmized" 
for real situations. They are concepts of a secure community, resilient 
community and human security. In other words, in connection with human needs 
and their covering in crisis and emergency situations it is desirable to deal with the 
relations of resilience, self-reliability and self-sufficiency. The publication of 
George Mason University proves that professional public critically contemplates 
about the problems of protection and resilience as it is obvious from the table of a 
mentioned publication. 
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Table 1 
Relations between protection and resilience 

 
 PROTECTION Resilience
Planned activities Structure strengthening Process reconstruction 
Focus on  Assets Services
Required metrics Absolute Conditional
Value orientation at Expenses Benefits
Approach to security Reactive Proactive
Types of failures Sudden failures Gradual degradation 
Budget Short-term investments Longterm investments 
System interactions Linear Nonlinear 
System structures Loose Tight 

 
 

Social vulnerability evokes as well the need of discussing the survival 
issue ( there is a movement called survivalism) and collapses because from several 
conclusions of historical analyses flows that there is a life cycle of a society – 
societies arise, develop and then collapse.  

In connection with survival it is necessary to warn that in the framework 
of critical infrastructure protection a small attention is paid to a problem of the 
infrastructure sustainability (connection with sustainable development) and green 
infrastructure which is a concept emphasizing the importance of the natural 
environment for life supporting functions.  

Orlov19 describes 5 phases of a potential collapse of a modern society: 1st 
phase of a financial collapse, 2nd phase of an economic collapse, 3rd  phase of a 
political collapse (collapse public administration), 4th phase of a social collapse, 5th 

phase of a cultural collapse. Even if these phases of a collapse are related to a 
society as a whole, it is possible to imagine that they would occur also in a smaller 
scale in case of a long-term malfunction of critical infrastructure. 
 

In practice occurs sometimes that bureaucratic thinking prevails over 
critical thinking and therefore there is the want of novelties of results for protection 
of critical infrastructure, however it is left out that new results are generated only 
through a systematic research which shoud aim at e.g.: 
- Theoretical and computing modeling of vulnerability of complex systems 

including prediction of extreme phenomena, 
- tools for the assessment of human vulnerability and for modeling of impacts 

on the natural and man-made environment, 
- Purposeful and effective managing structures, strategies and operations for 

standard conditions and for extreme situations, 
- Support of proactive decision-making for complex and indefinite situations, 
- technical support of critical infrastructure (sensors as a nerve system of 

critical infrastructure). 
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Résumé 
Public administration should protect people from any serious and lasting 

consequences of the failure of infrastructure services supplying such necessities as 
water, food, energy etc. It is crucial to understand how the system works and how 
to analyze it; possible failures and disruptions should be repeatedly analyzed and 
predicted. Public and private sectors have often different interests and thus there 
must be consistent and mutual partnership between those two sectors. A common 
platform for those two sectors might be the time sharing while fixing risks and 
more public information concerning possible risks. Public sector will never be able 
to work without infrastructures and therefore it has to become more familiar with 
business culture. However, public sector needs to be prepared to keep people 
secure.  

The article briefly describes LCCI and SoS concepts which in its 
consequences lead to the necessity of a systematic approach and as an example of 
the systematic approach a GIRO framework is given. The article also highlights 
the requirement to identify human needs which are covered by the services of 
critical infrastructures. Therefore it is important to formulate a strategy of 
protection from various aspects (logistical, territorial, social, a planning aspect, 
etc). Needfulness to deal with the municipal (decentralized) infrastructures is also 
emphasized.   

The risks analysis of the nationwide and regional infrastructures is very 
complicated. We must look at it from the broader point of view, applying a 
technical, social and environmental approach, and then implement these 
approaches into the Risk Filtering, Ranking and Management method, modified 
What-If analysis and scenarios. 

At the end of the article, questions are asked concerning the level of 
professional knowledge, organization and management; the direction of research 
is also suggested. 
 
 
NOTES: 
 
 
1 Among the people and infrastructure of a society of a whatever type is a mutual 

relatioship.People need the infrastructure because without services which it provides, the 
everyday life would be a bitter deal. On the contrary the infrastructure needs people 
because without their effort the infrastructure would not be sustainable and would not 
develop. 

2 Critical Foundation, Protection America´s Infrastructure, The Report of the President´s 
Commission on Critical Infrastructure Protection, October 1997. 

3 This definition still misses a note about the fact that a modern society is more and more 
dependent on information infrastructure – critical information infrastructure.  

4 Branches: agriculture and food production, water, energetics, transport, 
telecommunication, banking, chemical and dangerous substances, medical facilities, 
rescue system etc. Key assets (facilities) usually include: nuclear facilities, dams, 
government facilities, national monuments and symbols etc. 
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5 Resilience (flexible resilience) of infrastructure is the ability to reduce severity and/or 
endurance of the effects of a failure and means anticipation, absorbation, adaptation and 
restoration of a failure.  

 The diffenrence between resilience and flexible resilience lies first of all in flexibility and 
mechanisms of adapatability for which flexible resilience is typical. For practical reasons 
the term resilience is used in the following text. 

6 Complex system is a system composed of mutually interconnected parts which as a whole 
show one or more properties that are not obvious from properties of separate parts.  

 Complex adaptive system is a special case of a complex system. Complexity lies in 
variability, because the system is composed of many mutually interconnected elements 
and adaptivity is the reflection of the ability to change and learn from experience and is 
coherent to decentralization and survival. The problem of adaptability of social systems is 
the resistance of man to changes. 

7 Functionalism is a “purposeful focus”, functionality is the “ability to perform the function”. 
8 Cascade failure means that the failure in one element/system/infrastructure is the cause of 

the failure of a certain entity (element, unit, subsystem, system) in other 
system/infrastructure which results in its malfunction. 

 Escalating failure means a situation where the existing failure in one 
element/system/infrastructure worsens parameters of the failure in other 
element/system/infrastructure. 

 Common failure occurs when two or more elements/systems/infrastructure fail at the 
same time and the cause of failures is similar.  

9 Extensive system is a territorial widespread and complex system characterized by many 
mutually interconnected elements with numerous interactions and its behavior is 
emergent.  

10 Principally there is not a specifically technical system.  Each technical/technological 
system is in a certain interaction with people in a certain activity: Technical system 
(material, facilities, transformation conditions)→TASK←Social system (workers, 
employment relationships, decision making procedures). 

11 Interoperability is the ability of various systems to cooperate mutually, provide services, 
achieve mutual synergism.  

12 Dependency ratio influences reliability. Five systems with 80 percent reliability make a 
combined system with 33 percent reliability. 

13 An example of a proper relation between public administration of critical infrastructure is 
New Zeeland.  

14 A risk is not related only to threats, a risk is also the opportunity whose results might be 
unclear, but the opportunity should be exploited (so called appetite for risk). 

15 Operational reliability is characterized by reliability, preparedness to provide services 
(availability), sustainability/maintainance, safety in face of the environs and protection 
against adverse impacts of the environs (security). 

16 The attention should not be paid only to accidents but the attention deserves so called 
“near-miss” incidents where it is possible to improve safety measures against a potential 
accident. According to Wikipedia the term “near-miss” means an unplanned event which 
did not though result in damage on lives, health, the environment and property; 
however, the event has adverse potential and just the chime of fortunate 
circumstances provented from its impact. 

17 O. Renn, (2008): Risk: Governance Coping with Uncertainty in a Complex World, 
Easthscan Publications Ltd. 

18 Critical Thinking: Moving from Infrastructure Protection to Infrastructure Resilience, CIP 
Program, Discussion papers, George Mason University, 2007. 
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19 http://cluborlov.blogspot.com (or Wikipedia). 
20 Criticality is a relative proportion of consequences of frequency of failure types 

occurrence and malfuncation (www.bizmanualzcom). 
 Criticality means conditions describing transfer between qualitatively different situations 

(www.esse.ou.edu). Criticality is a condition of a considerable urgency 
(http://wordnet.princeton.edu).  

 From definitions of criticality we can deduce that it is a threshold value, which may be 
determined as a project and may be related to an event, parameter of a process/function, 
type of a failure and resilience. 

21 The term hierarchical means the necessity to understand risks and their manifestation on 
various levels – what can fail on various levels. The result is a macro-scopic risk ( a risk 
on higher levels) and a micro-scopic risk (a risk on lower levels).  

 The term holographic is a metaphore for the need to understand the risk from various 
aspects – a technical, economical, social, environmental, political, security, territorial 
aspect etc.  

22 Redundance is the ability of systems elements to take over the functions of failed 
elements, robustness is connected with insensitivenss of a system against external 
workload, resilience is the ability to recover from the state of emergency. 
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Annex 1 – Analytical characteristics of infrastructure 
 

Table 2 
Characteristics of infrastructure - example 

 
Characteristics of infrastructure Energetics Transport ….. 

COMPLEXITY Physical    
Organizational    
Speed of changes    

DEPENDENCIES On the other 
infrastructure

   

For the other 
infrastructure

   

Internal dependency    
Information 
dependency

   

VULNERABILITY External influences    
Technical/human  
failure

   

Management system    
ICT attack    
Terrorist target    

MARKET 
(economic 

environment) 

Degree of 
liberalization

   

Adequacy of 
regulation

   

Speed of changes    
ENVIRONMENT 
(natural, social) 

Availability of 
sources

   

Environment safety    
Urbanization    
Approaches of public 
to risks

   

 
CRITICALITY20 

(factors) 

Responsibility    
Severity of impacts    
Time effects    
Security externalities    
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Annex 2 – Security externalities, modified What – If analysis,  Risk Filtering, 
Ranking and Management, scenarios  

 
- Security externalities 

Externality means in economical theory situations where the activity of 
one subject influences indirectly other subjects, respectively transmits loads on 
other subjects without giving proper compensation to these subjects. Protection of 
population for example addresses negative externalities (health detriments as a 
result of various accidents). Apart from this there are pervasive (permanent) 
externalities retaining a character of global risks – e.g. climatic changes. 

Security externality retains a specific position which can be found in 
Auerswald et al. publication. (2005). Security externality is derived from relying 
on a system of security management in the framework of a supplier chain of public 
services. 

 
 

 
Fig. 6 

Relations in providing services and security externality 
 
 
- Modified What-If analysis 

This method is included in a set of methods Preliminary Hazard Analysis 
which should not prevent from exploiting its potential for identification of critical 
conditioned situations (What would happen – if) based on experience and the 
imagination of an expert.  Modified What-If analysis occurs in a dual shape – 
reactive and preventive. 

Reactive What-If analysis is accomplished in case of a discovery of 
critical conditions in a system. The objective is to “shift” a system as fast as 
possible from these critical conditions. 

Preventive What-If analysis is involved in critical conditions that were 
revealed by periodical prediction and suggests actions at different times. However, 

Security 
externality 

Population 
needs Providing services 

Operational 
reliability 

Social 
vulnerability 
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it is necessary to remind that each prediction is burdened by uncertainty and 
therefore there is a risk of a fault of the 1st and 2nd type.  

Let´s assume that the prediction is understood as testing of hypotheses. It 
is tested if there are enough proofs for the zero hypothesis H0 (critical conditions 
will occur in a system at time ti ) to be accepted or refused: 
 

 H0 is true H0 is false
Prediction discovered 
critical conditions

 Acceptance H0 – fault 
of 2nd type

Prediction  did not 
discover critical 
conditions 

Refusal H0 – fault of 1st 
type 

 

 
- Risk Filtering, Ranking and Management (Haimes et al., 2002)  

The method combines the risk determination and risk management 
practices into a single procedure. The key point of the method is a Hierarchic 
Holographic21 Modeling (HHM) that identifies all sources of risk and risk factors 
from many aspects, which is the case of the critical infrastructure. However, the 
HHM output can provide a significant number of risk scenarios, which has to be 
filtered and organized so that one can concentrate on the most critical and 
important option.  To accomplish that, the method of Risk Filtering, Ranking and 
Management - in two steps procedure - is used.  At first, the steps 1 to 4 are applied 
at the system level, and then it passes back from step 4 to 1 at the level of active 
infrastructure specification. 

 
Steps of the RFRM procedure using the HHM: 

 
Step 1: Scenarios identification using the Hierarchic, Holographic Modeling (HHM) 

Risk sources are identified both – in the scenario, which describes the 
studied system as it was planned/projected (as it currently exists) through the 
question „What could fail/happen“, and in the scenario of succesful system 
operation. HHM creates a diagram showing criteria of the successful system 
operation from many aspects. A detailed composition of HHM is a time-consuming 
process, so it is necessary to find an appropriate compromise between the detail, 
validity and accuracy, respectively.  
 
Step 2: Filtering of scenarios based on the scope of analysis and decision making 
level  

The filtering requires specific professional skills and experiences with the 
studied system. 
 
Step 3:  Base of filtration and organization  

Mostly, there is used a classical risk matrix (probability and seriousness of 
consequences). 
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Step 4:  Multi-criteria evaluation 
In this step, the scenarios are analyzed according the resilience, 

robustness and redundancy22 or according the system analysis of dependability. 
Following criteria are used for the evaluation (the list can be changed and 

adapted as needed) in the defined scale of intensity:  
- Unpredictability (there is no way to identify the initial incident of the 

scenario, before the damages are realized), 
- Uncontrollability / unmanageability (it is not possible to prevent damages), 
- Existence of more ways leading to the failure/disturbance (indicates that 

there are multiple ways causing faults/failures, some of them can be 
unknown), 

- Irreversibility (adverse conditions does not allow to return into the pre-
incident state), 

- Duration of adverse effects, 
- Cascade effects, 
- Operating environment (scenarios for consequences of external 

impacts/stressors are suggested), 
- Wear (scenarios describing impaired performance are displayed), 
- Hardware, software, organizational interface (adverse effects are increased 

at the interface of various subsystems), 
- Complexity/emergent behavior, 
- Immaturity of design/construction. 
 
Step 5: Quantitative configuration 

To quantify the possibility of scenario existence, the Bayes relation or 
Bayes network is used.  
 
Step 6: Options for risk management 

In this step, there are evaluated efficiency, effectiveness (how the risk is 
reduced), and costingness of different options in context of the question „What 
should be done?“. 
 
Step 7: Protection and securing of critical elements 
 
Step 8: Functional/operational feedback to the realization of steps 6 and 7. 
 
- Scenarios (Tolone and coll.) 2007)  

The scenario is understood as a bridge connecting the analytical process of 
planning with cognitive apparatus, which spreads the thinking into a broader 
perspective. The scenario of critical infrastructure protection is realized in the 
following steps: 
 
Step 1: Planning 

Looking for answers:  
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- What is the intention of the scenario? (determination of vulnerability, 
decision support, etc.) 

- What are the side effects and incidents? 
- What is the range of the scenario (functional, time, space, infrastructural)? 
- What are the goals of the scenario within the declared intention? 
 
 
Step 2: Data collection and analysis 

Within this step, a number of possible events are projected. To each event, 
there are assigned known immediate and cumulative effects, and described causal 
relations between events and consequences, and a time frame of an event initiation. 
There are analyzed also spatial characteristics of participating infrastructures. At 
the end, other immediate and cumulative effects of an each event are anticipated.      
 
Step 3: Scenario composition 

All information on the infrastructures is composed in a format, which 
displays future states and situations, and makes up a synthesis of spatial and 
functional representation of relations so that the narrative form of the scenario is 
created.   In the scenario, there should be considered a complete list of initial 
incidents, usually disturbances, which are classified as follows: 
- Type 1: One incident (disturbance) in one location switches off/affects a 

function of one important infrastructure characteristics. 
- Type 2: One incident (disturbance) in one location switches off/affects 

functions of a number of important infrastructure characteristics. 
- Type 3: Multiplex, simultaneous incidents (disturbances) of the type 1 or 2. 
- Type 4: Multiplex, time-spread incidents (disturbances) of types 1,2,3. 
 
Step 4: Evaluation and revision of the scenario 

Each scenario should be analyzed and evaluated regarded to inner 
coherence based on the questions as for instance „Does the future situation 
logically result from what is already known?, Are the causalities correctly 
identified and included in the scenario?, Is the future situation, based on the initial 
situation and key uncertainties, reliable? 
 
Step 5: Verification and validation of the scenario 
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Annex 3 – Example of municipal infrastructure management – water 
resources 
 

 
 

Fig.7 Scheme of water resources locality management  
 
 

Water security concerns the sustainable use of water resources and their 
protection against threats, such as floods and draught, ensuring of access to water 
for people and environment, and sustainable development of water resources 
system.  
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