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Abstract 
The article summarizes the current situation in the area of risks related to the usage of 

the IT and emphasizes those risks that are the most actual today. The most frequent types of 
attacks are discussed as well as new types such as attacks against clouds. The danger resulting 
from these attacks is mainly related to population protection, healthcare etc. Statistical data are 
also included. The aim of this article is to point out the unsatisfactory situation in this area and 
give rise to the attention needed to be devoted to this problem. 
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Today´s society is enormously dependent on information technologies (hereinafter IT). 
The following text summarizes current situation in the area of risks when using the IT and 
specifies the most frequent attacks which occur these days. It is necessary to realize that also 
power suppliers, telecommunication operators, rescue sections, large healthcare facilities, 
laboratories are dependent on the operation of information technologies.  IT failure resulting 
from the attack at crisis situations (e.g. rescue works, response to large breakdowns etc.) might 
be fatal. Unfortunately current situation is such that the attackers of all kinds are in advance in 
comparison with the information systems protection and the users are not even aware of the 
range of risks. Furthermore the situation has been getting worse. Another problem is that the 
attacks on the IT are in specific communities considered almost a heroic act, despite the fact 
that it is a crime.  A number of hackers do not realize that their attack (which is fun for them) 
can cause a tragedy.        

Recently a very frequent type of attacks has been so called DDoS attacks. This means 
Distributed Denial of Service attack which is characterized by a higher number of computers 
trying to overload at a time the target of an attack. The attack is most frequently used for 
saturating website servers (e.g. the attack on Czech News Server in March 2013), possibly to 
weaken or put the network out. The attack is not a long-term one, but it is specifically targeted 
and often results in substantial economic losses. Targeted DDoS attack can cause during a crisis 
situation the collapse of the whole communication system. This attack is often undertaken 
without owners´ knowledge of attacking computers and the result is successful infecting of 
these systems. Infected systems can be remotely controlled and their services can be bought at 
black markets and direct an attack on any organization. During last months, thousands of Czech 
computers were involved in these attacks and their owners consciously or unconsciously risked 
significant penalties. Among others, the involvement into DDoS attacks is in the Czech 
Republic a crime according to § 230 art. 3 letter b) of Penal Code [1], which hardly anybody 
realizes. 
 
The imprisonment for six months to three years, prohibition of activities or forfeiture of 
property values will an offender be punished if commits an offense specified in paragraph 1 or 2 
a) intent to cause the damage or other loss or gain  for themselves or someone else an unlawful 
advantage,  
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b) intent to unduly limit the functionality of the computer system or other technical devices for 
data processing. 
 

In recent years cyber attacks have been focused also on thefts of  personal and 
corporate data and their subsequent misuse. A substantially negative effect has appeared at 
social networks together with spreading of false information and fraudulent links through them. 
This trend has been going on for several years.    

The big risk is the use of mobile phones and other mobile devices, as it will be 
specified in more details in another part. 

A considerable number of incidents are the cases “for fun” collectively known as Lulz. 
They can have various shapes from rather innocent cases such as manipulation of voting on the 
Internet to a more serious type such as spreading of false news through social media, to very 
serious, such as participation in DDoS attacks on major companies and shutting down their 
servers. The problem with these attacks is often the fact that they cannot be predicted since the 
attackers usually are not interested in possible monetization, they organize the attacks “as a 
principle” or from ideological reasons.   
 
During the international raid against cybernetic attackers in Ireland, Great Britain and United 
States, 7 hackers were arrested, several of them were in group Lulzsec. Subsequently they were 
accused of a wide range of crimes in the IT area, e.g. involvement in DDoS attacks. [2]   
 

Verizon Society, in its annual report for the year 2012 [3], specifies that the number of 
attacks on confidential users´ and industrial data have increased, whether it be manufacturing 
secrets, military or other documents or personal users´ s data. According to Verizon (working 
with reported incidents only), 855 incidents (thefts of the data) occurred in various parts of the 
world and the number of compromised records amounts to 174 million.   Specialized private 
and state authorities, such as USSS – United States Secret Services, Australian Police or IRISS 
– Irish Reporting and Information Security Service have been invited to process similar data. 
Individual organizations contributing with the information to a report used slightly different 
methods of the collection of information; nevertheless basically they did not differ very much.  

According to certain sources, in most cases, penetration into databases is caused by the 
attackers from the outside. Employees who might attack from the inside of a corporate structure 
amount to about 4 % which is roughly the same as in 2011; however other values (attacks of 
activist groups – hacktivism) have dramatically increased. In 58 %, according to the above 
mentioned report, the attackers are somehow connected to various ideological groups and 
movements. However, other sources say, on the contrary, that the most frequent perpetrator of 
an attack is an employee from the inside.   

Penetration into the privacy is usually carried out by specific hacking forms (there are 
different interpretations of the meaning, here it means the breaking into the information system 
through various ways). For example it can be the penetration using malware (malicious 
software which enables the penetration or the damage to a computer system) or the control of a 
computer, mobile phone or, at present, the most frequently, home routers using so called   
“backdoor” hidden by a producer in the program enabling to avoid current authentication which 
normally prevents the users from the unauthorized using of a system).  

Social engineering experienced slight slump, nevertheless, it is still an effective 
method in data thefts. The abuse of authority related to the theft from the inside of a system and 
information bringing out have experienced a slight slump as well.    

As far as the victims of individual attacks are concerned, approximately 80 % have 
been randomly chosen since they were an easy target and at the same time they disposed of 
sensitive information, or through it there was an easy access. 96% of attacks were relatively 



POPULATION PROTECTION, EMERGENCY THE SCIENCE FOR POPULATION PROTECTION 2/2014 
MANAGEMENT AND CRITICAL INFRASTRUCTURE 
 

3 

simple and did not require any special technique let alone excessive effort, which is an alarming 
number. Most attacks were revealed usually after several weeks. A victim was usually 
contacted by a third party that stolen data are available somewhere. 
 
A hacker p0keu from AntiSec group carried out a number of probably random attacks in which 
he stole and subsequently released a range of personal and login data of users of randomly 
chosen servers. One of the most probable criteria was easy attackability of these servers [4].   
 

Another significant research carried out regularly is the research of the Symantec 
Company – Symantec Internet Security Threat Report [5].  

It is based on the knowledge collected in a vast network of 69 million security sensors 
in 157 countries of the world. The report is very interesting and extensive and encompasses a 
range of even unexpected conclusions.   

Some trends based on this research: 
• The attackers are interested in small organizations (31% of all attacked organizations is up 

to 250 employees). Captured computer network is an ideal means for the attack on larger 
institutions.  

• Malware works as Big Brother for obtaining information.  
• 58% growth of „mobile malware“. 
• So called Zero-day vulnerability. 
• Hacktivistic DDoS attacks as a cover maneuver for criminal attacks.  

Cybernetic criminality in 2012 did not have any marks of the attenuation then, on the 
contrary, the number of applied, highly sophisticated methods of attacks proves that it is 
necessary to develop and improve the security in this area with a much higher intensity.  
Several types of not completely usual attacks in 2012 have strengthened (so called hacktivism); 
nevertheless a significant part of cybernetic attackers have been still carrying out the attacks 
with the prospect of profit – the target are mainly bank accounts, commercial and payment 
portals or the abuse of credulity of individuals. Secondary attacks are often related to different 
kinds of information stealing and abuse of identity.  
 
 
Trends in 2012/2013 in more details 
 
Social Platforms 

A highly threatened area where the users are still growing and the attacks are 
multiplying are social platforms (Facebook, Twitter, etc). Regarding the credulity of a large 
number of users of website pages of this type, it is not a problem for the attackers to find a 
weakness and with sophisticated methods of social engineering to misuse it for the attack. Very 
often the victims themselves help an attacker by sharing information with other, so called, 
friends, possibly unknowingly spread false information through their profile. If the spreading 
wave of expanding victims is not stopped, it is spreading through social websites as an 
avalanche.  

An example of attacks might be the utilization of the system of direct reports and 
shortcuts of address lines, e.g. bit.ly. A user gets from his known contact (it might be a friend or 
a person whose activity a user observes) a message saying “look, what I have found at this 
address/I have seen you on the video/read the article about you, etc.” However, a user often 
does not realize that it is not a message from a friend but a message sent by an attacker to all 
contacts. Since it includes a shortened address, it is not clear where the user will be redirected. 
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By clicking, the personal data might be stolen, or the access to the own profile might be 
available, similar message to other people on a list of contacts might be sent etc.    

Facebook society learned lessons from similar cases and in cooperation with several 
companies (Microsoft, McAfee, TrendMicro, Symantec, Sophos) generated a system utilizing 
updated databases of fraudulent links and other damaging elements. Thanks to this system it is 
possible to eliminate threats relatively in time. In the meantime, other security elements are 
being developed in parallel which should better protect the websites with more than a billion of 
users´ accounts.  
 
An example of a current trend of the abuse of credulity of common users of social media might 
be the application Facebook 2013 demo. It offered a fictive application through sites predicting 
to be the interface of official Facebook sites. Through the instructions encouraging to login 
through the data from the real Facebook, the data were then stolen. [6]   
 
Mobile Devices 

Significantly it begins to appear the targeting at new devices and platforms – e.g. 
“smart” phones are not still secured in the way to be capable to resist the attacks. Despite this 
fact they can be considered full-fledged mini-computers often containing very sensitive and 
misusable personal data. First of all the popular operation system Android is in this regard very 
vulnerable and together with the uninformdness of users it is potentially an easy attackable area 
for the attackers. [12]     
 
The operation system Android is under attack: According to Kaspersky Lab Company, between 
the first and the second quarter of 2012, there was a threefold growth of malicious software for 
this operation system. Usually they are multifunctional Trojans which are either capable to 
send sensitive data (list of contacts, message contents), or in case of need, to download another 
damaging software to a mobile phone. [7] 
 
Trojan (the Trojan horse) is a type of malware which is hidden in an installed application without the 
knowledge of a user.  
 

As already indicated in this text, mobile applications are today a very popular way how 
to infect a number of devices without much effort. This problem is related first of all to mobile 
phones and other devices (tablets) applying the Android system from the Google Company. 
Users of other systems are not threatened so much; nevertheless, they still can be the mediators 
and spread the damaging applications further. 

A number of fraudulent applications work on a principle of the assault on a device and 
subsequent unauthorized sending of premium SMS messages which are dearly paid. These 
applications can predict to be useful supplements, games (often simulate other popular game) 
etc. Nevertheless, as a result, they damage a user. With regard to the fact that it is quite easy to 
create a similar application, on the internet is shared everything, the majority of users absolutely 
ignore any security principles when working with a computer (tablet, smart phone), the 
spreading is very simple.   

Malicious applications are relatively primitive; nevertheless, even here, there has been 
a gradual development of advanced methods of an attack. An example is a modified version of 
a popular game Angry Birds which is spreading through unofficial servers with Android 
applications. This game is able to use the capacity of a device processor for its connection to so 
called botnet (botnet see below) similarly as if it attacked a standard computer.  With regard to 
the fact that mobile phones are with sufficient capacity and are connected to the Internet, a 
similar attack is very dangerous due to their applicability for a wide range of illegal activities. 
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Moreover, as already mentioned, unlike a computer, the mobile phones are often far less 
protected against an attack.   

The Check Point Company supported in 2013 a significant research „The Effect of 
Mobile Devices on Information Technology Security: The research among IT professionals 
which was carried out by the Dimensional Research Company. 790 participants from the USA, 
Canada, Germany, Japan, Great Britain were asked. All respondents work in the area of IS 
security.  

The whole research and its results are very interesting and alarming, it is available at 
http://www.dimensionalresearch.com/company/ or you can obtain also the Czech summary 
from the Check Point.  

The basic conclusion says that:  
− Trend BYOD (Bring Your Own Device – use of own devices for work purposes) 

substantially grows and affects the organizations of all sizes.   
− Company information stored in mobile devices represents a higher value than the device 

itself.  
− Security incidents related to mobile devices are very costly even in case of small and 

middle-sized companies.   
For example 93 % of companies introduce the problems related just to BYOD. Also 93 

% respondents said that users from mobile devices connected to their company network. A 
security incident occurred in connection with a mobile device with 79 % of responders. It is 
obvious that for the creation of security policy and other similar documents it is necessary to 
include also mobile devices and consider them a serious risk.  

 

 
The occurrence of new malicious codes for mobile telephones according to quarters [8] 

 
 
Clouds 

Still growing is the threat to users when using cloud and data-storage services.  Cloud 
computing is on the Internet established model of the development and utilization of computer 
technologies. It can be characterized as the provision of services or programs stored on servers 
on the Internet and the users can have the access to them for example through the Web Browser 
or a client of a specific application and use them practically from any place. In recent years, the 
number of companies which for their enterprising use cloud services have been growing thanks 

1st quarter   2nd quarter   3rd quarter   4th quarter   1st quarter   2nd quarter  3rd quarter  4th quarter  1st quarter   2nd quarter   
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to the simplicity of the data sharing with individual users, media absence and parallel backup of 
the data in cloud. Besides usual risks coming from public services for free which represent the 
danger for downloaded data, the data shared in cloud became the focus of the attackers as well. 

With regard to the fact that the data sharing proceeds through transmissions, it is 
possible for a prospective attacker to intercept an unencrypted data stream. Therefore it is 
necessary to follow the consistent data encryption so that even for an accidental attacker it was 
impossible to decrypt the data without the knowledge of an encryption key.  

Another example of an attack might be the prediction to be one of the cloud 
participants connecting to the source. The password can be detected by an attacker by a wide 
range of ways from the capturing of a password, through the utilization of social engineering to 
the theft of a computer/memory media.   

Another security element should be therefore the authentication of individual users of a 
specific cloud which, of course, does not eliminate all risks; nevertheless some of them yes.  

In 2012, the Dropbox Company, one of the most common providers of cloud services 
admitted that login data of some users were stolen. It was revealed due to the fact that some 
users, having an e-mail address only for the Dropbox account, started to receive spam from the 
outside. The company subsequently admitted that one of their employees had a shared password 
for several accounts and after catching this password, the account which had confidential 
information and should have been much better protected, was compromised. This event 
emphasized the necessity to have different login data according to the level of security so that 
this case might not occur. The Dropbox company responded to this case by offering optional 
extension which enables biphasic login through a password and temporary code which is sent to 
a mobile phone. Furthermore it also enables the users to follow an active connection to their 
account. [9]    

On the other hand, the data centers which implement the cloud have security policy 
proceeded and can afford better security than smaller companies. An example of proper security 
of users´ data is the Google Company.   

Another, often used way of an attack is the infestation of programs and environment 
which are used for some specific purposes.  In recent days, a typical example is the abuse of 
errors of environment Java Runtime which is used by some online applications.  The situation is 
so serious that the attackers are capable to attack a new version the same day when it was 
released. The American government released an official statement in which it recommends to 
switch off environment on computers and prevent its abuse this way. As long as a security gap 
appears, it becomes rather lucrative goods for cybernetic criminals. This motivates some 
companies to hire “good” hackers and testers to reveal the gaps and get paid for discovered 
errors. [10] 
 
Malware  

The development of malware is undergoing substantial changes –  instead of buying on 
the black market (often for a high price) a program which will be obsolete in six months, the 
developers of similar programs got inspired in the policy of sellers of common office software. 
They offer, for a fee, time-limited licenses (yearly, half-yearly) which can be, depending on the 
development of new versions upgraded and another improvement in the form of plugins can be 
purchased (plugin is software which does not work independently but as a supplement module 
of other application and extends its functionality this way). Also a technical support is provided 
for them (mostly for another fee) etc. Thanks to this it is possible even for not experienced 
attackers to cause considerable damage. Often malware on the infected computer is capable to 
update and possibly change its focus and capabilities.     

In the area of malware, one of the most significant threats is the Blackhole exploit kit. 
This malware, originally Russian, is capable to reveal weaknesses in various, not updated 
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programs – through a weak place it generates an artificial request for the installation which the 
program automatically downloads as the update after visiting an infected page (drive-by method 
– malware is downloaded during a visit) or after redirecting to another infected page. 

 

 
The most frequent threat, according to the Sophos Company, was in 2012 the redirecting 
to malicious page and subsequent downloading of a damaging code or a similar type of 

an attack [11]. 
 
Botnets 

Botnet is the name for software agents or internet robots which operate autonomously 
or automatically. At present the term is connected to malware where the botnet marks the 
network of computers infected by special software and is centrally controlled. Botnet carries out 
undesirable activity, such as sending spam, DDoS attacks etc. Generally, botnets have 
represented one of the biggest threats in several recent years. Formerly, it was hardly possible to 
control so easy a higher number of computers remotely. However, in several last years, with 
regard to the development of malicious software and overall interconnectedness, it is possible to 
attack even hundreds of computers which can be, then, remotely controlled by one control 
device. Subsequently, it is possible to control them through so called backdoor, install necessary 
application without the user´ s knowledge and use them for various purposes.   

These might be a wide range of damaging, even criminal acts – from spam spreading, 
through connecting devices to targeted DDos attacks, to, for example, brute-force passwords 
breaking.  
 
Conclusion 

 
The situation in the area of IT security has not improved, so it is necessary to be aware 

of this fact, as long as we are dependent on the use of IT. Unadvised implementation of IT into 
areas where IT might be attacked can result in unforeseen consequences. Unfortunately often 
due to the pressure of companies or political pressure, we face the introduction of unverified 
technologies of not quite proper software.  Hardly anybody thinks about the risk of human 
factor in this area, where, due to a user´s error, serious failure might occur. In the future it will 
be indispensable to pay more attention to the area of IT security and also coordinate these 

Other source 3,4% 

Malicious Exploit Page  
(Blackhole) 0,7% 

Drive-by redirecting  
(blackhole) 26,7% 

Malicious Exploit Page  
(other type) 1,8% 

Payload 7,5% 

Drive-by redirecting  
(other type) 58,5% 

Fraudulent antivirus 
program 0,4% 

SEO 0,8% 
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efforts. Unfortunately, the risk of the attack on IT is high and we have to count with it in the 
same way as we count with other risks. Criminal activities in the IT area will have to be 
considered the same way as any other criminal acts.    
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