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Abstract 

The paper on security predictions and corresponding strategic documents works on the 
assumption that long-term security concepts cannot be based on an estimate of security threats 
expressed descriptively, as they are elusive (i.e. unable to be predicted) in this form. The article 
is thus grounded in the premise that security planning should be based not on knowledge of 
concrete threats, but rather on an idea of a resilient state system capable of adaptive and 
transformative response to a wide range of rather vague/unidentifiable security threats. This 
state-system approach should include adequate determination of the significance of the 
system’s protected assets (interests), ranging from prosperity to integrity. The levels of asset 
significance determined in this way should be assigned with specific system parameters (mainly 
agent and dynamics) of corresponding threats (i.e. not only on the basis of an ‘experts 
estimate’). In addition, the paper states that aside from threats and asset significance captured 
as given above, security concepts should also include inspirational scenarios, in which 
phenomena formulated on the basis of pre-set system criteria will be the threats of protected 
interests of the state. 
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1 Introduction 

 
Basic documents of security strategy or military doctrine mostly result from the 

recognition of threats to which protected interests are exposed or defended by relevant activities 
(security or military policy etc.). In the Czech practice, it is generally understood that the 
strategy defines the scope of actions in a specific sector in terms of its desirable response to an 
occurred threat; the threat becomes a real starting point of the development of strategic 
documents (however, sometimes the linkage between a threat and a protected interest has been 
disappearing) and a relevant sector policy is then strategically built as a system ensuring the 
protection or defense against a discovered threat.    

Nevertheless, the threats are, in long-term valid strategies, definable only with 
difficulties or even indefinable. The development of security systems as a line of defense 
against these unclear threats is insufficient or even illusive. The theorists of risk management 
therefore offer for a civil sphere (business) a reverse procedure: in details unpredictable threats 
and uncontrollable (so called external) threats are not defined more accurately. Instead of this 
they are focused, in more details, on resilience, i.e. the capability of a threatened subject to 
absorb the impacts of threats, adapt to them and when threats subside, the system balance is 
achieved without the interruption of its functions.       

The idea of this contribution is to demonstrate that the definition of strategies based on 
the concept of resilience is useful even for a widely understood security policy. Furthermore, 
we point out that this approach does not eliminate specific definition of threats; however, on 
less intuitive, more analytical and therefore more objective basis.  We demonstrate also the 
possibility to apply progressive procedures from analytical methodology of intelligence 
services, specifically in the form of strategic scenarios. In summary, it means that through the 
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interconnection of three ways of thinking – in terms of security through strategies, civil managerial 
form, and analytical form related to intelligence services – can be achieved quality improvement 
in planning of a demanding political activity which is coping with future security threats. 

 
 

2 Resilience as a concept basis for the development of security management strategies 
 

The pioneers of the application of a resilience concept in the area of so called global 
threats are the experts of the World Economic Forum /WEF/, so called. „Davos“ [1]), who came 
up with a work definition of resilience1 (i.e. resilience of a nation) and said that it was especially 
in case of threats with difficult predictability and in places where it is not obvious how to 
respond to them2 – and this is just the case of most global threats to which WEF, in its study, 
pays its attention.   

The authors from WEF, despite the fact that they explicitly operate with accurately 
defined threats, in case of only little predictable threats (with which it is not known how to cope 
with them) they use in the context of security management primarily the idea of the 
development of flexible (resilient) security systems whose properties will enable to face these 
threats – without knowing in advance what the threats will be like and how they will act. 

 
 

3 Global and external threats as strategic threats 
 

The authors of WEF in their approach to global threats support themselves by the 
publication of two authors, R. S. Kaplan and Anette Mikes, from Harvard Business School, 
who elaborated new typology of threats [2]: besides preventable threats resulting from human 
failure and strategic ones (understood as a result of intentionally accepted decisions with 
calculated risk) define external threats existing out of the influence and control of a relevant 
subject. In case of global threats in the study [1] they are, according to the authors from WEF, 
classified as external threats.  

Kaplan and Mikes in case of external threats do not assign the subject (company) other 
managerial option than only analytical “managing” of a threat (and its impact), whereas they 
suggest tree approaches: Stress-tests, planning based on scenarios and war-gaming. The authors 
remain in the context of their branch and e.g. in case of scenarios they limit themselves to very 
general description (scenarios as long-term analyses – typically for the period from five to ten 
years; they explore all acting forces from which a specific number of driving forces /typically 
four/ are chosen, so called drivers. Then they proceed basically according to the methodology 
developed in the past decades in SHELL Company). This reference is substantial in any case, 
since through it we approach methodologically closer to security issues where the prediction 
scenarios are a standard – e.g. in the intelligence service analysis. 

Davos globalists and Harvard managers operate with global threats (by the range), and 
external ones (by origin); from the time perspective they are long-term threats and therefore 
(not only from the conceptual point of view) strategic. However, at the same time we consider 
the division of threats to external and internal as speculative and actually inappropriate: both 
categories are too much interconnected or even are not quite distinguishable and in situations 
when it is necessary to apply this division (e. g. the definition of the scope of actions of 
intelligence services with the external or internal scope of actions), we cannot work with them 
without some overlays. Instead of this division we suggest and we will try to further defend the 
specification of threats according to other, even related criteria: according to their origin (state 
versus non-state ones, or not human), character (antagonist versus non-antagonist) and dynamic 
(sudden versus permanent).   
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The above mentioned specification and categorization of threats according to their 
general common features we consider inspirational and especially in a security framework 
beneficial since it quite responds to formerly commented methodological primacy of a 
“threatened“ subject (in our case it is a state) by a danger. At the same time it is a concept 
connecting academic understanding of threats with practical tools applied in security 
management, specifically in strategic prediction. 

 
 

4 Threat as a probability and quantitative event   
 

One of the key outputs of the study [1] is the presentation of the results of an extensive 
(more than 1000 respondents – experts from more than 100 countries) questionnaire which helped 
to generate so called „region of risks“3, graphical demonstration of the relation between the likelihood 
and the impact of 50, beforehand specified threats from 5 areas (economic, environmental, 
geopolitical, societal and technological, each represented by 10 threats) in the next 10 years. 

The relation between the likelihood and the impact of threats is remarkable and 
moreover not accidental since the authors from WEF came with a similar conclusion in their 
studies from previous years. Obviously, it was possible to predict that together with the growing 
probability of the impact, a threat will drop down (serious threats are characterized by lower 
probability than less serious ones), the result is directly proportional between these quantities. 
Moreover all of them were understood highly probable (likelihood > 3) and very serious 
(impact 3) and the relation between them is linear: in the graph the threats sorted along a line at 
45 degrees (in a very narrow range of values of both variables). Furthermore the graph reveals 
that in numbers the threats were evaluated equally probable as serious, i.e. between the values 
of likelihood and impact, the responses proved very tight linkage, almost an identical one. As it 
is obvious from fig. 30 of the study, this, by principle, the wrong relation was also “proved“ by 
all partial threats separately4!  

Basically the same result in the previous year ([3]; between the values of the likelihood 
and impact was discovered weakly positive correlation with coefficient 0.39) which the authors 
commented in the way that people obviously tend to be afraid of a threat itself i.e. without being 
able to perceive it independently and separate (and subjectively “quantify“) its likelihood and a 
threat5. 

When being aware of the “necessity“ of indirect proportion between the likelihood and 
impact of a threat it means not only the fact that 1/ we are not able to evaluate appropriately  
quantitative components of a threat and also that 2/ we are not at all capable to think properly 
quantitatively and that 3/ our thinking about so called “threats and risks“ (in the context of 
various security strategy documents) has been from the beginning burdened by systematic (and 
at the same time unknowing!) deficit. 

 
 

5 Threats and resilient state 
 

Recognition of inherent mistake making in conception exploration of threats 
corresponds to methodological emphasis to achieve desirable properties of a “threatened“ 
subject facing the threats which cannot be sufficiently described in advance. Resilient system 
cannot provide absolute defense capability, it is not untouchable; nevertheless, in flexible 
response to a threat it permanently adapts to changeable security situations and rapidly finds 
new balance maintaining its functions. Resilience (flexibility) is one of stability types; the 
second one is resistance. In ecological theory [4] the resilience works as “rubber stability“ (a 
system due to the effect of a disturbing factor from the outside /so called disturbance/ changes 

3 



THE SCIENCE FOR POPULATION PROTECTION 2/2014 SECURITY ENVIRONMENT 
     AND SECURITY POLICY 

its shape but remains still “itself“ and after the disturbance fades out, it returns it is previous 
shape), whilst resistance is „glass stability“ (a system resists without changes even when 
exposed to strong external factors; however after crossing over its marginal intensity it 
irretrievably breaks and then it is not capable either work or recover. 

From a systemic point of view the threats can be divided into threats of the type called 
“hammer“ (resilient systems are better resistant to these threats) and threats of the type called 
“vice“ (to which resistant systems are capable to resist much better).6 New ecological perception 
of resilence7 emphasizes also chronicity of the pressure (~ threat), capability of permanent 
adaptation of a system and therefore also permanency of its function in permanently changing 
conditions; however not the return to a previous state nor to a balanced shape of a system. 

Threats start to profile here not only in the shape of uniquely distinguishable discrete 
phenomena, but as a set with specific systemic characteristics. Thanks to the re-classification of 
threats according to their systemic (not genetic) features we are able, especially in relation to 
the state as a system with desirable capabilities, to come up to useful conclusions8. 

A modern state should operate as a securitely resilient system, capable to effectively 
adapt to the pressure of a chronic threat and flexible response (stroke) to a sudden threat. A 
former idea of a state as a fortress with resistant security is obviously definitely surpassed. Its 
functioning will be; however, affected by the character of a threat more than e.g. the researchers 
from WEF admit. They, when assuming the concept of external threats from Harvard school, 
understand “their“  global threats as mostly non-confronting, not antagonistic (i.e. induced by 
an actor – originator or even launcher of a specific threat which is not targeted /and usually “it 
is not able“/purposefully against another state).   

Antagonism is then limited to a second basic systemic characteristic of a threat. A state 
(regardless the capability and character of its response to a threat), as a distinctive object of a 
threat, acts basically differentially according to reality whether it is a threat antagonistic or non-
antagonistic. This dichotomic division is, according to our opinion, an unthinkable part of each 
securitely strategic conception and at the same time a basic methodological clue to a description 
of an originator of a threat (actor). Similarly we can understand also the categorization of 
threats according to their dynamics (sudden versus permanent). An actor and dynamics are in a 
specific context the crucial characteristics of each threat.   

 
 

6 Deductive thinking in security sphere and strategic scenarios 
 

An approach emphasizing a systemic character of a complex threat – state and 
preferring the development of specific capabilities (resilience) of a state instead of a detailed 
determination of the number of threats and the attempts to predict them exactly consists in 
deductive thinking. This leads from the inductive emphasis to an event (i.e. a specific threat 
with its probability-like conditioning) to the emphasis on an actor (as a causally conditioned 
factor) and the perception of a state as a sphere of specific systemically definable deterministic 
forces. A threat (as the probability and also as an actor) is, then, the demonstration of them.   

The primate of deductive thinking means also the progress from the empiric 
understanding of the predication of threats (in terms of the studies of the type Global 
Risks/GR/) to the prediction based on the knowledge of the driving force (or actors) of a various 
level of the significance – from partial up to so called mega-trends (in terms of the studies 
Global Trends)9 and prospectively  deep global streams such as Huntington´s civilization 
clashes or unavoidable rivalry of states in terms of geo-policy and super-powers according to 
Mearsheimer. The long-term predictions themselves as an ongoing usual starting point of 
strategic security documents (see below) are not then just a subjective extrapolation of a current 
situation10, but an attempt to view beyond the borders of current buzzing, relying on the 
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estimate of leading powers of historical movement. The utilization of strategic scenarios, 
availability of complex considerations on relations between relevant subjects and their subjects 
and their dynamics through smooth narration is typical for this type of prediction.  

 
 

7 From security threats to security strategies 
 

Logical unacceptability of direct proportionality between the probability and the 
occurrence of a threat (see chap. 4) on one hand, and at the same time the extensiveness and 
representativeness of a primary data base of the study [1] on the other hand, resulted in the 
attempt to a modified use of survey results. Its objective was to find a hidden relation between 
both key quantities of threats, i.e. between the probability and occurrence. As long as, on the 
level of nominally defined threats this relation does not exist, we tried to find it on the level of 
re-classified threats according to their systemic signs (see chap. 5). For this we applied the 
method of the transfer of nominal characteristics of threats to systemic ones, applied for a 
comparative  meta-analysis of four studies of mentioned series Global Trends11 .   

All 50 threats of the study [1] (see chap. 4) we transformed12 first, according to a 
character of an actor (ACTOR means: state – antagonistic; state – non-antagonistic; non-state – 
antagonistic; non-state – non-antagonistic; non-human actor; table 1), then, according to the 
dynamics of a relevant demonstration of a threat (JEV means: sudden/immediate – predictable; 
sudden/immediate – unpredictable; gradual/escalating; chronic/periodical; table 2) and on this 
base we identified 18 types of the relation AKTER – JEV. To each of them we assigned an 
average value of the likelihood and the impact according to the estimation of respondents of the 
study [1] (see tab. 3). 

 
Table 1 

Re-classification of threats from the study enumeration [1], according to their actor 
(originator) 

 
Threat: ACTOR Threats in Enumeration [1] Average Score: IMPACT 

I. State – Antagonistic 22, 24, 26, 29, 42, 46  3,523 
II. Non-state – Antagonistic  23, 28, 36, 45  3,428 
III. State – Non-antagonistic 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 

12, 13, 14, 15, 17, 18, 21, 
25, 32, 33, 34, 38, 40, 41  

3,643 

IV. Non-state – Non-antagonistic 27, 30, 31, 37, 43, 44, 47, 
49, 50 

3,179 

V. Non-Humane Actor 11, 16, 19, 20, 35, 39, 48 3,430 
 

Note:  The numbers in the middle column respond to the order of threats in [1] (fig. 29, p. 46-47), the 
value of the impact is the average for a specific type of threats according to [1] (fig. 44, p. 66, and 
fig. 2 of this essay). 

 
 

Since the analysis of a relation between the likelihood and the impact of this way re-
classified threats did not prove any relationship (the highest values of both quantities were 
found with the types of the highest number of threats. This indicates a systemic unconscious 
preoccupation of respondents) during the searching of hidden relationships we further grouped 
phenomenon characteristics of threats so, according to the dynamics of their demonstration they 
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remained further only 2 contradictory grouped types, namely a threat: sudden (in tab. 2 
sudden/immediate) and permanent (in tab. 2 including: gradual/escalating and 
chronic/periodical). 

 
Table 2 

Re-classification of threats from the study enumeration [1] according to their dynamics 
(phenomenon nature) 

 

Threat: JEV Threats in Enumeration 
[1] 

Average Score: 
LIKELIHOOD 

1. Sudden/Immediate – 
Predictable 

24, 28, 29, 37, 40, 41 3,466 

2. Sudden/Immediate – 
Unpredictable 

9, 19, 20, 39, 42, 44, 45, 
48, 49, 50 

3,210 

3. Gradual/Escalating  4, 5, 6, 8, 11, 12, 13, 14, 
15, 16, 17, 21, 25, 26, 31, 

34, 35, 36, 43, 46, 47 

3,483 

4. Chronic/Periodical 1, 2, 3, 7, 10, 18, 22, 23, 
27, 30, 32, 33, 38  

3,273 
 

 

Note:  The numbers in the middle column respond to the order of threats in [1] (fig. 29, p. 46-47), the 
value of likelihood is the average or a given type of threats from [1] (fig. 44, p. 66, and fig. 2 of 
this work). 

 
 

On this basis, it originated (see tab. 4 and tab. 5) six, or four types of the relation 
AKTER – JEV, and average values of the likelihood and impact from tab. 3 were assigned to 
them. Neither were found out basic quality connections here; however, the result of the 
relativity in tab. 4 (with relatively significant differences between average values of likelihood 
and impact for given types of threats) allowed for further modeling at least the differentiation of 
a phenomenon side between sudden and permanent threats and on the side of an actor between  
state and non-state threats. 

 
Table 4 

Secondary re-classification of threats based on their grouping according to the identity of 
an actor and the dynamics of their demonstration 

 
Grouped Type (AKTER/JEV) Average Score: 

LIKELIHOOD 
Average Score: 

IMPACT 
Number of 

Threats 
State/Sudden 3,306 3,619 6 
Non-state/Sudden 3,306 3,256 6 
Non-humane Actor/Sudden 3,306 3,430 4 
State/Permanent 3,403 3,619 24 
Non-State/Permanent 3,403 3,256 7 
Non-Humane Actor/Permanent 3,403 3,430 3 

 

Note:  The values of the likelihood and impact are calculated as the average for a given grouped type on 
the base of values determined in table 1, 2 and 3 for relevant classified types.   
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Table 5 
Secondary re-classification of threats based on their grouping according to the 

demonstration of an actor and the dynamics of their demonstration 
 

Grouped Type (AKTER/JEV) Average Score: 
LIKELIHOOD 

Average Score: 
IMPACT 

Number of 
Threats 

Antagonistic/Sudden 3,306 3,485 5 
Non-antagonistic/Sudden 3,306 3,501 11 
Antagonistic/Permanent 3,403 3,485 5 
Non-Antagonistic/Permanent 3,403 3,501 29 

 

Note:  The values of the likelihood  and impact are calculated as the average for a given grouped type 
based on the values determined in table 1, 2 and 3 for relevant classified types. 

 
Table 3 

The typology of threats in the enumeration [1], re-classified according to an actor (Rome 
numerals, see tab. 1) and the dynamics of their manifestation (Arabic numerals, see tab. 2) 

 
Type LIKELIHOOD IMPACT Number of Threats 
1/I 3,466 3,523 2 
1/II 3,466 3,428 1 
1/III 3,466 3,643 2 
1/IV 3,466 3,179 1 
2/I 3,210 3,523 1 
2/II 3,210 3,428 1 
2/III 3,210 3,643 1 
2/IV 3,210 3,179 3 
2/V 3,210 3,430 4 
3/I 3,483 3,523 2 
3/II 3,483 3,428 1 
3/III 3,483 3,643 12 
3/IV 3,483 3,179 3 
3/V 3,483 3,430 3 
4/I 3,273 3,523 1 
4/II 3,273 3,428 1 
4/III 3,273 3,643 9 
4/IV 3,273 3,179 2 

 

Note:  An average value of the likelihood and impact based on the estimation of respondents [1] is 
calculated for each of 18 types. 

 
 

The analysis of threats in more details, especially as far as their linkage to protected 
interests is concerned, is not usually available. Threats are generally understood to be the 
phenomena threatening the interests; however, mostly here, they are not differentiated 
according to the level of the importance of “targeted” interests which decreases the applicability 
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of these documents in security planning13. Therefore, we suggest that the strategic analysis of 
threats and prediction scenarios be developed separately for each level of the interest 
significance. For these purposes we leave the ingrained tradition14 and instead of this we offer 
three new categories; ascending from the lowest to the highest according to the interest 
importance, or seriousness of a corresponding threat:   
1. Prosperity 
2. Stability 
3. Integrity 

Each of these categories at the same time inseparably corresponds to the level of threat 
seriousness. As it is obvious from the results of the analysis in the previous chapter, individual 
actors may differ more consistently in the seriousness (i.e. impact) of threats which means that 
each level of interests importance (or: each level of security) is connected to a typical actor of a 
threat. We can work for example with the hypothesis that from the point of integrity, the 
characteristic danger will be state (by state initiated) and at the same time an antagonistic threat, 
for stability, it will be state non-antagonistic threat and for prosperity, the threat non-state and 
non-antagonistic. From the phenomenon point of view, on given levels, there the relevant 
threats might be gradually escalating (integrity), sudden-immediate and predicable (stability) 
and finally chronic threats (prosperity).     

The developed methodology could be further modified in order that it uses the 
language of conventional understanding of interests and threats, for example, by an experiment 
come closer to a nominal conception of a threat and a “story“ about its effect. The most 
appropriate tool for this reason are prediction scenarios, thanks to which we come back, from 
systemically understood threats, by detour to threats in nominal understanding and to their 
direct connection to strategic planning in security strategies.  

When applying scenarios, we come up also to standard utilization of control or driving 
forces and factors, embodied here by and actor of a threat. Classical methodology of scenarios 
enables to interconnect a threat in its systemic shape with a “story“, where a protected interest 
on a specific level of significance threatened by highly specified danger, in defined prediction 
perspective. Seemingly accidentally we come back to the beginning of our considerations (chap. 
2 and 3), where we accepted the context of resilient state and so called external threats, or 
scenarios as a tool of their grasping. 

 
 

8 Threats and prediction scenarios as a background of strategic conceptions   
 

Strategic conceptions, in our understanding, primarily results from a systemic 
characteristic of a threat, according to which we will develop a security system of a resilient 
state. Nominal conception of threats (in terms of the enumeration of specific securitely relevant 
phenomena and processes) in documents of this type has not been supposed to be determining 
any longer. Security system should be the result of the development of adaptation and responding 
capabilities of a state to a wide range of threats in dependence on the fact whether the threats 
will be deliberately targeted against a specific state (antagonistic), or not; security system will 
be at the same time conceptually distinguish between sudden threats, gradual and chronic and 
will have to respond not only to predicable threats but also to, in advance, inestimable ones15. 

In previous chapter we defined three basic levels of the significance of interests 
protected by state security system (from prosperity, through stability, to integrity). At the same 
time we preliminarily determined three systemically defined groups of threats which will be for 
these levels relevant (in the same order: non-state/non-antagonistic and chronic/permanent; 
state/non-antagonistic and sudden-immediate and predicable; state/antagonistic and gradually 
escalating)16. 
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Note:  On each level there are representative threats (see chap. 8) and can be implemented into scenario 
stories. (The intensity of a given characteristic of a threat grows from the intersection of axes.) 

 

Fig. 1 
The matrix of actors of threats and their dynamic manifestation (according to table 1 and 2) for 
a given level of significance of protected interests of state (here: prosperity) as a background of 

prediction scenarios (see note 16 – 18) 
 

 
 

Note: On each level there are representative threats (see chap. 8.) and these can be further implemented into 
scenario stories. (The intensity of a given characteristic of a threat grows from the intersection of axes.) 

 

Fig. 2 
The matrix of threats and their dynamic manifestation (according to table 1 and 2) for a given 

level of the significance of protected interests of state (here: stability) as a background of 
prediction scenarios (see note. 16 – 18) 
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Note:  On each level, there are representative threats (see chap. 8.) and these can be further implemented 
into scenario stories. (The intensity of a given characteristic of a threat grows from the 
intersection of axes.) 

 
Fig. 3 

The matrix of actors and threats and their dynamic manifestation (according to table 1 and 2) 
for a given level of the significance of protected interests of state (here: integrity) as the 

background of prediction scenarios (see notes 16 – 18) 
 
 

In fig. 1 to 3 we demonstrate a potential way of the “selection“ of threats as 
backgrounds for scenarios on individual levels of interest significance17. The axis of matrices 
cuts quadrates representing mutually schematically differentiated field of the occurrence of 
potential threats. The methodology of multiple scenarios [6] allows through three partial 
matrices to combine all18  variables of relevant groups of threats according to table 1 and 2. 
Quadrates with typical threats for individual levels of the significance of interests are 
differentiated in color and each of them may contain typically (characteristic) threat and to it 
connected scenario according to the explication in a previous paragraph. Threats in scenarios 
are determined then “from below“, by determining their systemic characteristic and then by 
their specific designation. Specific (nominal) threats are not here any longer a securitely 
strategic starting point, a conceptual independent variable, but a life content of scenarios they 
become the illustration, inspiration  and symbolization of an alternative way of the grasping of 
a given issue. 

 
 

9 Discussion: Insurmountable problem-like quantification of threats 
 

The study [1] worked here as a platform for methodological consideration, therefore 
the question whether global threats are for the national security strategy relevant, does not 
require the explicit attention.  Since each global threat is in today´s “hyper-interconnected” 
world for the formulation of nationally strategic documents important (and [5] emphasizes at a 
global threat its systemic /holistic/ character )19, we can with  sufficient credibility, even in 
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INTEGRITY 
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Czech security scenarios with similarly understood global-systemic threats, operate and we can 
consider them the qualitative background for thinking about local threats.   

For other verification of preliminary conclusions from studies [1] a [3] we took into 
consideration also the latest study [5].  As far as a key relation between the probability and the 
occurrence of threats is concerned, contrary to [5], the range of values of both quantities 
extended by two degrees; the threats in a graph of their mutual relation “occupied“ even here 
the space concentratedly with rather above average values of both quantities. Even in case of 
the study [5], the considerations of respondents prove the approximate, but obviously 
subjectively fundamental relationship of both quantities, i.e. in terms of: the higher likelihood of 
a threat the higher degree of the impact it will have20. Quantitative differentiation of threats 
was; however, in this study, even rather weaker than in a previous one, so, despite the 
mentioned extension of ranges, the threats “accumulated“ in the elongated cluster along the 
averages of values from survey results.    

In the discussion about these results (page 50) the authors of the study [5] say that the 
survey might be burdened by cognitive distortion (so called availability bias), when as more 
serious are evaluated the threats just (or recently) experienced. We deem therefore that even this 
study is another signal of experiments failure of objective evaluation of so called nominal 
threats. Neither the experts, when assessing the seriousness of threats (here: the product of their 
likelihood and impact), do not exceed their immanent limitation; it is related not only to 
quantitative characteristics (as here), but probably even to threats themselves, i.e. their 
identification. The discussion in [5] reveals also other methodological snag and a fact that 
together with the effort of inductive penetration into this issue, the relevance of the outputs is 
dropping since the human intellect is not capable to work with abstract quantities of the 
likelihood and impact of a threat.      

Regarding the context [5] and events from the beginning of 2014 (Ukraine crisis) it is 
worth mentioning the fact, that –  unlike two previous GR studies – only [5] indicates the 
violent inter-state conflict with regional consequences as explicit geo-political threat (sic!). 
Both previous GR counted with the type of threat which was very remotely similar to a conflict 
which escalated by the events in Crimea (failure of diplomatic conflict resolution). According to 
our opinion, it is not an example of notorious underestimation of traditional threats after 2001, it 
is rather the failure documenting the biggest methodological risk of today´s era: practically 
unpredictable alternation of so called  ”new“ threats with already mentioned „old“ (i.e. 
traditional – therefore also geo-political).  The termination of two decades of diffusion and even 
unnameable threats by events at the Russian borders in years 2008 and 2014 does not have to be 
the symptom of the paradigm of renewed rivalry of the West and a Russian element but only the 
reminder of the fact, that it will be appropriate to perceive the threats primarily through the 
ways by which (according to their above defined characteristics) the threatened subject will 
cope with.  

With the reference to the chapter 8 of this study, neither from our point of view, 
imperial Russia should be a (sudden) conceptual security priority, but the way by which a given 
state (here the CR) responds to, by another state organized, antagonistic and gradually 
escalating threat.   

Unsystematic dichotomy of new and traditional threats is partly responsible also for 
profound underestimation of geo-political threats in political practice (reflecting the drop in 
defense budget). Systemic conception of threats should be ideologically a more neutral 
background for the “rehabilitation“ of real threats, or for their conceptual support in security 
policy.   
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Risk Likelihood Impact 
Chronic fiscal imbalances 3.97 +/- 0.05 3.97 +/- 0.05 
Chronic labour market imbalances 3.69 +/- 0.05 3.73 +/- 0.05 
Extreme volatility in energy and agriculture prices 3.71 +/- 0.05 3.88 +/- 0.05 
Hard landing of an emerging economy 3.46 +/- 0.05 3.49 +/- 0.05 
Major systemic financial failure 3.44 +/- 0.06 4.04 +/- 0.05 
Prolonged infrastructure neglect 3.32 +/- 0.06 3.19 +/- 0.05 
Recurring liquidity crises 3.36 +/- 0.05 3.66 +/- 0.05 
Severe income disparity 4.22 +/- 0.05 3.8 +/- 0.05 
Unforeseen negative consequences of regulation 3.31 +/- 0.06 3.18 +/- 0.06 
Unmanageable inflation or deflation 3.18 +/- 0.05 3.57 +/- 0.05 
Antibiotic-resistant bacteria 3.42 +/- 0.06 3.57 +/- 0.06 
Failure of climate change adaptation 3.76 +/- 0.06 3.9 +/- 0.06 
Irremediable pollution 3.35 +/- 0.06 3.65 +/- 0.06 
Land and waterway use mismanagement 3.61 +/- 0.06 3.57 +/- 0.05 
Mismanaged urbanization 3.69 +/- 0.06 3.39 +/- 0.06 
Persistent extreme weather 3.7 +/- 0.06 3.65 +/- 0.06 
Rising greenhouse gas emissions 3.94 +/- 0.05 3.88 +/- 0.05 
Species overexploitation 3.68 +/- 0.06 3.36 +/- 0.06 
Unprecedented geophysical destruction 3.17 +/- 0.06 3.33 +/- 0.06 
Vulnerability to geomagnetic storms 2.59 +/- 0.06 3.16 +/- 0.06 
Critical fragile states 3.38 +/- 0.06 3.53 +/- 0.05 
Diffusion of weapons of mass destruction 3.23 +/- 0.06 3.92 +/- 0.06 
Entrenched organized crime 3.46 +/- 0.06 3.21 +/- 0.06 
Failure of diplomatic oonflict resolution 3.58 +/- 0.06 3.69 +/- 0.05 
Global governance failure 3.69 +/- 0.06 3.79 +/- 0.05 
Militarization of space 2.81 +/- 0.06 3.16 +/- 0.06 
Pervasive entrenched corruption 3.74 +/- 0.06 3.47 +/- 0.06 
Terrorism 3.64 +/- 0.06 3.59 +/- 0.06 
Unilateral resource nationalization 3.35 +/- 0.06 3.4 +/- 0.06 
Widespread ilicit trade 3.43 +/- 0.06 3.03 +/- 0.06 
Backlash against globalization 3.14 +/- 0.06 3.34 +/- 0.06 
Food shortage crises 3.6 +/- 0.06 3.83 +/- 0.06 
Ineffective iIIicit drug policies 3.41 +/- 0.06 3.03 +/- 0.06 
Mismanagement of population ageing 3.83 +/- 0.05 3.67 +/- 0.05 
Rising rates of chronic disease 3.43 +/- 0.06 3.35 +/- 0.05 
Rising religious fanaticism 3.66 +/- 0.06 3.64 +/- 0.06 
Unmanaged migration 3.42 +/- 0.06 3.39 +/- 0.06 
Unsustainable population growth 3.45 +/- 0.06 3.71 +/- 0.06 
Vulnerability to pandemics 3.2 +/- 0.06 3.6 +/- 0.06 
Water supply crises 3.85 +/- 0.05 3.98 +/- 0.05 
Critical systems failure 2.96 +/- 0.06 3.62 +/- 0.06 
Cyber attacks 3.82 +/- 0.06 3.52 +/- 0.06 
Failure of intellectual property regime 3 +/- 0.06 2.99 +/- 0.06 
Massive digital misinformation 3.36 +/- 0.07 3.24 +/- 0.06 
Massive incident of data fraud/theft 3.52 +/- 0.06 3.27 +/- 0.06 
Mineral resource supply vulnerability 3.42 +/- 0.06 3.45 +/- 0.06 
Proliferation of orbital debris 2.87 +/- 0.06 2.8 +/- 0.06 
Unforeseen consequences of climate change mitigation 3.23 +/- 0.06 3.35 +/- 0.06 
Unforeseen consequences of nanotechnology 2.79 +/- 0.06 2.99 +/- 0.06 
Unforeseen consequenoes of new life science 
technologies 3.11 +/- 0.06 3.36 +/- 0.06 

 
Fig. 4 

Threats in the enumeration [1], arranged in five categories according to the character ([1], 
fig. 44 p. 66) and values of their likelihood and the impact estimated by respondents  

(see chap. 4 of this essay) 
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10 Conclusion: Systemic prediction of threats as background of security planning? 
 

The major moment of a described approach to security predictions and on them based 
strategic documents is the persuasion that long-term valid conceptions do not have to be based 
on the estimation of specific security threats in their nominal (descriptive) expression, since  
they are unpredictable in this form. Therefore we come out, secondly, from the premise that 
security planning should be based primarily not on the knowledge of specific threats but on the 
conception of a resilient system of a state with adaptable and transformative response to a wide 
range of more specifically undefined security threats. Further, thirdly, this systemic conception 
of a state should be complemented by an adequate definition of the relevance of its protected 
values (interests), in grades from prosperity to integrity. Fourthly, systemic parameters of 
relevant threats (especially regarding their actor and dynamics) should be determined more 
precisely for this way conceived levels of the importance of interests (not only on the base of 
any “expert estimate“). Finally, we assume that on the background of this way conceived threats 
and for individual levels of the interests significance, it will be appropriate to complement these 
security conceptions with inspirational scenarios which will contain typical concretized threats 
of beforehand defined systemic characteristics as sources of the threat to protected interests of a 
relevant level. 
 
 
NOTES: 
 
 
1 It is the capability of a system 1/ to adapt to changing context; 2/ to resist to sudden shocks; 3/ to restore 

to desirable balance, previous or new, with preserving  the continuation of functions. It includes the 
capability of the restoration and adaptability; on the state level it is definable by three characteristics 
(robustness, redundancy and resourcefulness and by two functional demonstrations (response and 
restoration). Regarding the context of social science  see. e.g. FOLKE, C.“ Resilience: The emergence of 
a perspective for social-ecological systems analyses. Global Environmental Change. 2006, vol. 16 p. 
253-267, and HELBING, D. “Globally networked risks and how to respond. Nature. 2013, vol. 497, p. 
51 – 59. 

2  It is related to global threats which, according to the WEF authors do not fit the existing conceptual 
frames.   

3  See [1], fig. 29, p. 46-47, and fig. 44, p. 66. Respondents evaluated the likelihood and impact of threats 
on scales in range from 0 (the lowest likelihood/impact) to 5 (the highest likelihood/impact).   

4  In the given context it is not really important that the respondents evaluated the threats for year 2013 
(see [1]) as consistently (by the same degree) more probable and serious than in the previous year ([3]).  

5  See [3], p. 51: One potential explanation is that people generally worry more about an individual risk, 
without fully disentangling its likelihood and impact. 

6 This division is already indicated in chap. 3 where we define sudden versus permanent threats 
(“hammer“ versus “vice“). 

7  Then we can talk about social-ecological  resilience. See PICKETT, S. T. A., M. L. CADENASSO and 
J. M. GROVE Resilient cities: meaning, models, and metaphor, and metaphor for integrating the 
ecological, socio-economic, and planning realms. Landscape and Urban Planning. 2003, no. 69 p. 369-
384; PICKETT, S. T. A., MCGRATH, M. L. CADENASSO and A. J. NELSON: Ecological resilience 
and resilient cities. Building Research & Information. 2013, vol. 42, no. 2, p. 143-157. 

8  WEF experts in the study of 2011 (WORLD ECONOMIC FORUM: Global Risks 2011. Sixth Edition. 
An Initiative of the Risk Response Network. WEF, Geneva. 2011, p. 44. ISBN 92-95044-47-9.) notice 
the fact that the respondents generally perceive sudden events as more serious (with higher impact) than 
chronic threats; according to which it is a well-known perception error consisting in the tendency to 
underestimate the impact of long-term and recognized threats and on the contrary to overestimate the 
shocking threats.    
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9 Recently Global Trends 2030 (NATIONAL INTELLIGENCE COUNCIL: Global Trends 2030. NIC. 
2012. ISBN 978-1-929667-21-5). NIC is a top analytical workplace of intelligence service community 
(ZK) USA, integrated in the office of the Director of National Intelligence (DNI) who is the head of the 
whole ZK with 16 services. The series Global Trends (GT) has been releasing since 1997 (GT 2010) and 
GT 2030 is its fifth part. The specificity of the series GT is co-authorship of civil experts from all over 
the world.    

10 A good demonstration of this approach are the Global Risks studies which really visibly reflect an 
immediate impression of the authors. These, regardless the 10-year prediction horizon in their 
predictions, apply substantial moments of current events.   

11 Global strategic prediction of American Intelligence Community – first evaluation. Internal documents 
(UZSI). Direct comparison of results of individual parts of the GT series was not due to their 
methodological disunity possible and, therefore, for their united grasping we subjected them to the 
analysis according to general (systemic) criteria. This methodology proved to be an appropriate tool for 
systemic conception of threats according to their meta-characteristics (actor and dynamics).   

12 Transformation was carried out despite the fact that the definition of individual threats in [1] (and 
similarly also in the study [3]) was  not detailed and therefore the transformation was considerably 
arbitrary and potentially inaccurate (commentary to this see BOSTROM, N., a M. M. CIRKOVIC (eds.): 
Global Catastrophic Risks. Oxford University Press. 2008, p. 12. ISBN 978-0-19-857050-9.). 

13 For example neither Security Strategy of the CR of 2011, even if it specifies 9 security threats, does not 
specify how they are related to protected interests on their individual levels of significance (vital, 
strategic, other significant).    

14 For example from the triad:  “vital, strategic, other significant“  interests, respectively also from related 
category of  “national“ interests.   

15 Despite it looks like an illogical nonsense, this “type“ of threats  (unexpected events) is according to the 
annual report of British Parliament Committee for intelligent Services (Intelligence and Security 
Committee of Parliament) currently (2012/2013)  one of the priorities (Agency Strategic Objectives) of 
British intelligence services. 

16 From table 3 it is obvious that in each of these groups there are 2 concrete (nominal) threats from the 
enumeration of 50 threats in  [1], namely threats no. 27 and 30 for the prosperity level, threats no. 40 and 
41 for the  stability level and threats no. 26 and 46 for the integrity level. In relation to the situation in 
the CR we can select from these pairs always one characteristic threat (for the levels in the same order) 
in this way: systemic corruption (no. 27); failure of critical systems (no. 41); threat to the supplies of 
mineral sources (no. 46). Implementation of these threats in “security” stories would construct critical 
(„black“, not optimal) scenarios of the progression. For the modeling of other scenarios (e.g. reference 
or basic, optimal etc.) we can use other specific threats, ideally from the same systemic group.  

17 The way of the scenarios construction is taken over here from the methodical manual [6].  
18 For simplification we only discarded non-humane actor as a less significant factor for the security; in the 

list of 50 threats [1] this actor is responsible for only 7 of them.  
19 This study continues to work with resilience and refers to this concept which was in the centre of 

attention in the previous study [1]; however, systematism is used as a central term this time.  
20 Comparison of Global Risks studies of 2013 and 2014 is difficult since they do not operate with the 

same number of threats and moreover the set of 31 threats [5] is not a simple decrease in the 
enumeration in [1] but its qualitative remake. A more profound application of results [5] cannot be used 
due to the fact that specific values of the probability and occurrence of individual threats were not 
published.   
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